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Option 2 - Using your SMTP server to send email on behalf of Tractivity
An alternative to using SPF records is for Tractivity to use our client organisation’s SMTP email server that is already configured to send outbound email from email@organisation.co.uk (where email@organisation.co.uk is the domain that our client would like for the “FROM” address in emails sent from Tractivity).
If it’s possible for Tractivity to gain SMTP access to the organisation’s email server, we support two authentication methods:
Option 2a - Basic SMTP Authentication (Username & Password)
For organisations using traditional SMTP credentials, we would need to be supplied with the following information:
Project Name – which client project is the SMTP server being used for?
Server IP address/domain
Connection Port
Username
Password
Option 2b - SMTP Authentication with OAuth 2.0 (Microsoft 365 / Exchange Online)
For organisations that have disabled basic authentication and require OAuth 2.0 for SMTP access (e.g. Microsoft 365 / Exchange Online environments using Microsoft Entra ID), Tractivity supports SMTP AUTH with OAuth 2.0 using a delegated user permission model.
How it works
Tractivity connects to Exchange Online via SMTP using OAuth 2.0 tokens instead of a static username and password. A one-time interactive sign-in is completed through Microsoft’s login page using the credentials of the mailbox account that will be used to send emails. Tractivity securely stores and automatically refreshes the access tokens, so no further sign-in is required unless the refresh token is revoked.
What we need from the client
Project Name – which client project is the SMTP server being used for?
Email address – the mailbox/email address that will be used to send emails
Mailbox credentials – the credentials for the mailbox account, needed for a one-time sign-in to authorise Tractivity to send emails via the Microsoft login flow
Technical details
OAuth Scope: https://outlook.office.com/SMTP.Send
Grant Type: Authorization Code with refresh tokens
Authentication: SASL OAuth 2.0 (XOAUTH2) over SMTP
Token storage: Access and refresh tokens are encrypted at rest within Tractivity
Token refresh: Handled automatically – no ongoing user interaction required
Important notes for OAuth 2.0
The mailbox account must be signed into via an interactive browser sign-in to authorise the connection.
If the refresh token is revoked (e.g. due to password change, admin action, or token expiry policy), the authorisation step will need to be repeated.
General notes for both options
Once the required information is provided, Tractivity will configure the client’s system and run some tests to ensure all is working as intended.
Please ensure that you/the client are aware of the following if using this option:
Tractivity has the ability to send thousands of emails and the email server needs to have the capacity to accommodate this. All email sends are controlled by users within Tractivity, so if there are any capacity limits, the users will need to be made aware.
As the emails are being sent by the client organisation’s email server, Tractivity will not have full email logs, so all log investigations into a specific email will need to be directed to the client’s IT department.
